
Getting started with vulnerability research on Windows Kernel drivers

Jan-Jaap Korpershoek

Driver vulnerability 
research

TLP:WHITE 1



Northwave - All rights reserved - www.northwave-cybersecurity.com

Agenda

Time Subject

12:00 – 12:03 Introduction

12:03 – 12:06 Our research

12:06 – 12:15 Details about drivers

12:15 – 12:25 Common vulnerabilities

12:25 – 12:28 Automated tools

12:28 – 12:30 Conclusion
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Threat actors abusing kernel drivers

TLP:WHITE 6



Northwave - All rights reserved - www.northwave-cybersecurity.com

Security tooling
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Statistics on BYOVD attack tools by Kaspersky
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(data from 2024 was 
incomplete, and 
therefore omitted)

https://securelist.com/vulnerability-exploit-report-q2-2024/113455/
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Our Research
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Introducing the team
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Alex Oudenaarden Tijme Gommers Jan-Jaap Korpershoek
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Some statistics

▪ 4587 drivers

▪ 79 drivers with good potential manually analysed

▪ Found 35 vulnerabilities in 24 drivers

▪ 12 privilege escalation

▪ 4 render EDR useless

TLP:WHITE 11



Northwave - All rights reserved - www.northwave-cybersecurity.com

Ivanti/Pulse secure

▪ Privilege escalation in VPN client

▪ Proven exploitable
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https://northwave-cybersecurity.com/ivanti-pulse-vpn-privilege-escalation
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Macrium

▪ Privilege escalation in backup software

▪ Proven exploitable.
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https://northwave-cybersecurity.com/exploiting-enterprise-backup-software-for-privilege-escalation-part-one
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LogMeIn

▪ Privilege escalation in remote desktop software

▪ Proven exploitable.
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Building a 
Driver database
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Driver sources

TLP:WHITE 17



Northwave - All rights reserved - www.northwave-cybersecurity.com

Postprocessing

▪ Deduplication

▪ Keep only most recent version

▪ Filter by signature

▪ No special permissions needed

▪ Automated analysis
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Loading Drivers
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Driver types

▪ Plug and play (PnP)

▪ Legacy drivers
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Plug and Play
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Connect device

KERNEL
DRIVER

Driver loaded
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Legacy drivers
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KERNEL
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Device Drivers

▪ Interact through explicit system call

▪ Interesting for vulnerability research:

▪ Many exploitation examples

▪ Easy to trigger vulnerabilities
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Legacy drivers

▪ sc.exe create mydriver binPath= C:\...\mydriver.sys type= kernel

▪ sc.exe start  mydriver
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Driver Structure
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Structure of WDM IOCTL driver
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Major Functions
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IRP_MJ_DEVICE_CONTROL
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User Input



Northwave - All rights reserved - www.northwave-cybersecurity.com

Interacting
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Device objects
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DeviceIoControl

TLP:WHITE 35

char * data = ...;
size_t size = 0x1000;

HANDLE handle = CreateFile("\\\\.\\mydevice", ...)

DeviceIoControl(handle, 0x8000500D, data, size, ...)

User Input
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Access controls

▪ SDDL -> Access controls on device object

▪ Stored in INF file or used through IoCreateDeviceSecure

▪ Find drivers without SDDL or with permissive SDDL
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Access controls

▪ IRP_MJ_CREATE

▪ Called when user opens device

▪ Custom access control checks

▪ Source process

▪ Active user
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C <-> Assembly
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Common 
Vulnerabilities
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Dangerous legitimate functionality

▪ Arbitrary read+write
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User input in dst
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User input in src
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Dangerous legitimate functionality

▪ Arbitrary read+write

▪ Terminate process
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User input
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Dangerous legitimate functionality

▪ Arbitrary read+write

▪ Terminate process

▪ Physical memory mapping
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User input



Northwave - All rights reserved - www.northwave-cybersecurity.com TLP:WHITE 60

User input
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User input
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Buffer overflow

▪ User-controlled size of allocation
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User input
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Unrelated
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Buffer overflow

▪ Registry key
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User input (registry key)
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Copy registry key into buffer
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Data leak
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▪ Missing bounds check on input buffer

▪ Memory after the input buffer is copied to the output buffer
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Copy to buffer
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Copy from buffer
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Handle leaks
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▪ Handle appears in user-mode handle table

▪ Can be exploited through a race condition
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Method direct

▪ METHOD_IN_DIRECT or METHOD_OUT_DIRECT

▪ User can write at same time as driver reads

▪ Value can be changed between load and read

▪ Check if locking is implemented to prevent this
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Method direct
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Automated Tools
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Conclusion
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Conclusion

▪ Kernel driver vulnerabilities have impact

▪ Research is important

▪ There are many vulnerabilities to be found

▪ You can contribute!
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ThankYou
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